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Capitulo5 & 6

A camada de Rede

(fim do capitulo 5 e parte do capitulo 6)

Provinha 5 11.03.2010

A rede da USP ocupa toda a faixa provida pelos
enderecos 143.107.X.X Imagine um esquema de

divisdo de enderecos em que a distribuicdo é feita

por unidades (FEA, POLI, ICMC, Direito). Cada unidade,
entdo divide sua porcdo entre os seus departamentos
(5CC, SSC, SMA, SME).

- mostre os esquemas de netmasking e dé alguns exemplos
- como seria o processo do roteamento de pacote enviado
do Computer Lab (Cambridge) para o SSC (ICMC) nos

seguintes pontos:
- um roteador intermediario em Miami;
- 0 roteador de borda da USP (CCE - sdo paulo)
- 0 roteador de borda do ICMC

- indique as possiveis vantagens e desvantagens do
esquema de enderegamento da Internet.

Network Layer Design Isues

e Store-and-Forward Packet Switching

e Services Provided to the Transport Layer

* Implementation of Connectionless Service

« Implementation of Connection-Oriented Service

e Comparison of Virtual-Circuit and Datagram Subnets

Store-and-Forward Packet Switching

Router Carrier's equipment

= o= Process P2

The environment of the network layer protocols.

Implementation of Connectionless Service

Routing within a diagram subnet.

Implementation of Connection-Oriented Service
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Routing within a virtual-circuit subnet.
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Comparison of Virtual-Circuit and
Datagram Subnets

Issue Datag subnet Virtual-circuit subnet
Circuit setup Not needed Required
Addressing Each packet contains Each packel contains a

the full source and short VC number

address

State information

Routers do not hald
state informaticn about connections

Each VC requires router
table space per connection

Routing

Each packet is
routed independently

Route chosen when VC
Is set up; all packets
follow it

Effect of router failures

None, except for packets
lost during the crash

All VCs that passed
through the failed
router are terminated

Quality of service Difficult Easy if enough resources
«can be allocated in
advance for each VC

Congestion control Dificult Easy if enough resources

can be allocated in
advance for each VC

The Network Layer in the Internet

e The IP Protocol

e IP Addresses

* Internet Control Protocols

*  OSPF - The Interior Gateway Routing Protocol
e BGP - The Exterior Gateway Routing Protocol
e Internet Multicasting

e Mobile IP
e |Pv6
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Design Principles for Internet

Make sure it works.

Keep it simple.

Make clear choices.

Exploit modularity.

Expect heterogeneity.

Avoid static options and parameters.

Look for a good design; it need not be perfect.

Be strict when sending and tolerant when receiving.
Think about scalability.

10. Consider performance and cost.

Collection of Subnetworks

Loased lines Loasod A Eurcpoan backbong
o Asia AUS. backbone transatiantic ——
\ - f
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P Ethemal
LAN

The Internet is an interconnected collection of many networks.
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The IP Protocol

-~ - 32 Bits — -
| TIPS T W O W i A W T L T, T 5 N Wt T L W ol i W A
Version IHL | Type of service [ Total length
Identification | 2 i'::l Fragment offset
Time to live ]I j Protocol ) Headar checksum
) S;Ql“ a.t;t;nss
Destination address

Options (0 or more words) =

The 1Pv4 (Internet Protocol) header.

The IP Protocol (2)

Option

Description

Security

Specifies how secret the datagram is

Strict source routing

Gives the complete path to be followed

Loose source routing

Gives a list of routers not to be missed

Record route

Makes each router append its IP address

Timestamp

Makes each router append its address and timestamp

Some of the IP options.
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IP Addresses

IP Addresses (2)

- 32 Bats -
| T
L Ty g |00000DOODOODOO00000DOODOOOOGOODO;THisnos‘
Class addresses !
] 1.0.0.0 to 4
A Iu Hotwork Host | bt ST | 00 - 00 | Host ! A host on this network
0.0 Broadcast on th
8 [10] Network Host | o v ons |"11'”'”11'11'”'11'1”1”1'11|o::naw5v;:E
15200010
c | 1o Mtwark Host e e | | | Broadcast on a
l | 223 255 255.255 Network 1111 1111 | et network
22400010 : -
o | 110 | Multicast address 239,255 255255 | 127 (Amything) | Loopback
e — 1
E | 11 | Reserved for luture use :;g:gfé?zgjs_zss
IP address formats. Special IP addresses.
Router PC
Art ]— T Ccs 260
I I C :f Lo vow v v by v v o v ey v ow v o bvwwvgw
English EE
= ] oImimim] 100 Subnet | 10 | Metwork Subnet Host
Franch Math mask 11111111111111111111110000000000

[ Main
ouber

o 20099009 90900007,

-

A campus network consisting of LANS for various departments.

A class B network subnetted into 64 subnets.

CDR - Classless InterDomain Routing

Uni ity | First Last address | How many | Written as
Cambridge | 194.24.0.0 194.24.7.255 2048 194.24.0.0/21
Edinburgh 194.24.8.0 194.24.11.255 1024 194.24.8.0/22
(Available) | 194.24.12.0 194.24.15.255 1024 194.24.12/22
Oxford 194.24.16.0 194.24.31.255 4096 194.24.16.0/20

A set of IP address assignments.

Provinha 5 11.03.2010

A rede da USP ocupa toda a faixa provida pelos
enderecos 143.107.X.X Imagine um esquema de

divisdo de enderecos em que a distribuicdo é feita

por unidades (FEA, POLI, ICMC, Direito). Cada unidade,
entdo divide sua porgdo entre os seus departamentos
(SCC, SSC, SMA, SME).

- mostre os esquemas de netmasking e dé alguns exemplos
- como seria o processo do roteamento de pacote enviado
do Computer Lab (Cambridge) para o SSC (ICMC) nos

Seguintes pontos:
- um roteador intermediario em Miami;
- 0 roteador de borda da USP (CCE - sdo paulo)
- o roteador de borda do ICMC

- indique as possiveis vantagens e desvantagens do
esquema de enderegamento da Internet.
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NAT — Network Address Translation

Packet before
translation

Company
LAN

O
Company \
routar
NAT Leased I5P's
bowfirewall  ling router

Boundary of company premises

Placement and operation of a NAT box.

Internet Control Message Protocol

Message type Description
Destinati Packet could not be delivered
Time exceeded Time to lve field hit 0
Parameater problem Invalid header fiald
Source quench Choke packet
Redirect Teach a router about geography
Echa request Ask a machine if it is alive
Echa reply Yes, | am alive

Timestamp request

Same as Echo request, but with imestamp
reply Samae as Echo raply, but with ti

The principal ICMP message types.

ARP- The Address Resolution Protocol

CSRouwrnas ¥ EERouternas
2IP > 2IP
19231604, 192.31.60.7
19231851 ) 192.31.63.3
19231657 19231655 | 192.31.63.8
F2
[1] 2] 3 4
[ ] ) B[
\ Ethemat
E1 E2 E3 ,\\ E4 ES E6  addrasses
CS Ethernat Campus EE Ethemet
192.31.65.0 FDDI fing 192.31,63.0
192.31.60.0

Three interconnected /24 networks: two Ethernets and an FDDI ring.

Dynamic Host Configuration Protocol

Newly-booted
host looking for DHCP Other DHCP
its IP address relay networks Router server

DHCP Discover
packet (broadcast)

Unicast packet from
DHCP relay to DHCP server

Operation of DHCP.

The Main IPv6 Header

32 Bits
P N Y TS W N O YA 0 Y B M
Version TraHic class Flow label

Payload kengih Ment header Hop limit

Source address
= (16 bytes) bt

Destination address.
(16 bytes)

The IPv6 fixed header (required).

Extension Headers

Extension header Description
Hop-by-hop options Miscellaneous information for routers

Destination options Additi inf ion for the
= -

ting Loose list of routers {o visit

Fragmentation Management of datagram fragments
Al icati Verification of the sender's identity
Encrypted security payload | Information about the encrypted contents

IPv6 extension headers.
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Extension Headers (2)

Next header ‘ 0 ‘ 194 | 4

Jumbo payload length

The hop-by-hop extension header for large datagrams (jumbograms).

Extension Headers (3)

Header extension

Next header length

Routing type [ Segments left

Type-specific data

The extension header for routing.

Chapter 6

The Transport Layer

Provinha 23.03.2010

a) Porque sdo utilizados nimeros de sequéncia
aleatdrios, para segmentos TCP?

b) Como é feito o controle de fluxo, em conexdes
TCP? Porque controle de fluxo é importante?

c) Como funciona o processo de estabelecimento
de conexdes no TCP?

The Transport Service

e Services Provided to the Upper Layers

e Transport Service Primitives

« Berkeley Sockets

* An Example of Socket Programming:
— An Internet File Server

Services Provided to the Upper Layers

Hoat 1 Host 2
Apphcabon Application
(o session) Apphcationiranspan (or session)
130" Transpon | interface layor
o addrass |, P P
I |l
| E— 1 TPOY | E—
Transpont ) H o " i | Transpun
antity | Transport | entity
| P |
—————————————— e
Netwark — ™
address Transportinatwork
Network layer torface Metwedk layer

The network, transport, and application layers.
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Transport Service Primitives

Transport Service Primitives (2)

Frame Packet TROU
header header header
f ¥
’ #

Primitive Packet sent
LISTEN {naona) Block until some process fries to connect
CONNECT CONNECTION REQ. Actively attempt to ish a
SEND DATA Sand inf
RECEIVE {none) Block until a DATA packet arrives
DISCONNECT | DISCONNECTION REQ. | This side wants to release the connection

The primitives for a simple transport service.

TPDU payload

- Frame payload

The nesting of TPDUSs, packets, and frames.

|-7 Packet payload

Transport Service Primitives (3)

Conmeciion reques! o Conract primien
i, I IDLE —
i T
| SivE AETVE
ESTABLISHMENT | EST‘BI_ISWEN"
HONNG
o e s J

- —
= pemitve 1
PASSIVE o s |
PENDING PENDSG |
Bucinner | "M [

A state diagram for a simple connection management scheme.
Transitions labeled in italics are caused by packet arrivals. The

Berkeley Sockets

Primitive i
SOCKET Create a new communication end point
BIND Aftach a local address to a socket
LISTEN Anncunce willingness to accept connections; give queue size
ACCEPT Block the caller uniil a connection attempt arrives
CONMNECT | Actively attempt to establish a connection
SEND Send some data over the connection
RECEIVE Receive some data from the connection
CLOSE Release the connection

The socket primitives for TCP.

solid lines show the client's state sequence. The dashed lines show
the server's state sequence.

o T
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Socket
Programming
Example:
Internet File
Server

Client code using
sockets.
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Socket
Programming
Example:
Internet File
Server (2)

Client code using
sockets.
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The Internet Transport Protocols: UDP

e |Introduction to UDP
* Remote Procedure Call
* The Real-Time Transport Protocol

Introduction to UDP

32 Bits

Source port Destination port

LDP length UDP checksum

The UDP header.

The Internet Transport Protocols: TCP

e Introduction to TCP

e The TCP Service Model

e The TCP Protocol

e The TCP Segment Header

e TCP Connection Establishment
e TCP Connection Release

e TCP Connection Management Modeling
e TCP Transmission Policy

*  TCP Congestion Control

e TCP Timer Management

e Wireless TCP and UDP

e Transactional TCP

The TCP Service Model

Port Protocol Use
21 FTP File transfer
23 Telnet Remote login
25 SMTP E-mail
69 TFETP Trivial File Transfer Protocol
79 Finger Lookup info about a user
80 HTTP World Wide Web
110 POP-3 Remote e-mail access
119 NNTP USENET news

Some assigned ports.

The TCP Service Model (2)

IP header 7 TCP header

fa) ]

ABCD

(a) Four 512-byte segments sent as separate IP datagrams.

(b) The 2048 bytes of data delivered to the application in a single READ
CALL.

The TCP Segment Header

a2 Bits

NS N W N N A HOY A SO U S TS W T A U N S Y

N

|
i

Sourca port Destination port

Sequence number

Acknowledgement number

TCP AlPIRIS|F
header R(C|S Si ¥ Window size
langth K{H|T|N|N
‘Checksum Urgent pointes
]- Options (0 or more 32-bit words) =
]_ Data {optianal) =
TCP Header.
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The TCP Segment Header (2)

32 Bils

SN SRS O T S TS N AT T T U N T 0 T T ] Y O T T

Source address

Destination address

00000000 Protocol = 6 TCP segment langth

The pseudoheader included in the TCP checksum.

Provinha 23.03.2010

a) Porque sdo utilizados nimeros de sequéncia
aleatdrios, para segmentos TCP?

b) Como é feito o controle de fluxo, em conexdes
TCP? Porque controle de fluxo é importante?

¢) Como funciona o processo de estabelecimento
de conexdes no TCP?




