SALSA20

implementacao

Yah! (USP)
P. Matias



Criptologia

Estudo da codificacao ou decodificacao de mensagens e sinais.



Criptografia por chave simétrica

Algoritmos que devem utilizar a mesma chave na codificacao
e decodificacao de mensagens.



Salsa20

Algoritmo proposto pelo matematico S. Bernstein em 2005, como
alternativa ao algortimo AES. Funciona por meio de rotagdes binarias,

muito rapidas de serem executadas pelo computador, executadas em
20 etapas (rounds).



Codificacao e Decodificacao
no Salsa-20

Para CODIFICAR:

Mensagem Cifrada = XOR Z

Para DECODIFICAR:

= Mensagem Cifrada XOR Z



Codificacao e Decodificacao
no Salsa-20

Para CODIFICAR:

Mensagem Cifrada[i] = XOR Z[i]

Para DECODIFICAR:

= Mensagem Cifrada[i] XOR Z[i]

Operagcdes com i-ésimo elemento!



Tabela Verdade XOR

XOR AB

noO — O

O O H




Calculode Z

Z = X + DR(X)



Calculode Z

Z =X+ DR(X)

20 I1 Lo I3
v — T4 Iy L6 7
rg Tg T10 T11




Calculode Z

Z = X + DR(X)

20 I1 Lo I3
v — T4 Iy L6 7
rg Tg T10 T11

Double-Round




Double Round

Execucdo de dois Quarter-Rounds (linhas e colunas) !

X:

L0
T4
I8

| L12

I1
Iy
i)
L13

QR(J-'of Ty, T8, T12)
QR(xy, 9, 113, 71) |
QR(x10, v14, T2, 76)
QR(ILS,- r3, X7, -.1'11)

L9
6
L10
L14

T3
4 A
I11
I1s

QR(xgy, x1, T, T3)
QR(xy, ¢, 17, 24)
QR(x19, 11, T8, T9)

QR(.1715, r12, 13, -1'14)



Double Round

Quarter-round executado nas colunas!

r1 To I3

I
Ip I.-
P P~
v -~ W

X o Iy 6 4 A

rs Tg T10 I11
Lo T13 T14 T3]

ek

L

QR(xg, x4, x5, 212) QR(xgy, x1, T, T3)
QR(x5, xg, 213, 71) QR(x5, xg, 17, 14)
QR(x10, x14, 22, 76) " | QR(10, 211, T8, T9)
QR(.I‘15, 4 P B 117 G .1'11) QR(.I'15_. 19, A 18 .‘1‘14)



Double Round

Quarter-round executado nas colunas!

X:

L0
iy
I8

12

.
L

L] L9 X3
X 5 6 4 A
Lg T10 T11

L13  L14  L15]

QR(xg, x4, x3,212) QR(xgy, x1, T, T3)
QR(xx5, xg, 113, 1) QR(x5, xg, 17, 14)
QR(x10, x14, 22, 76) | QR(10, 211, T8, T9)
QR(.I‘15, 4 P B 117 G .1'11) QR(.I'15_. 19, A 18 .‘1‘14)




Double Round

Quarter-round executado nas colunas!

X:

L0
iy
I8

12

.
L

I1
Iy
i)
L13

QR(xg, 14, 78, T12)
QR(15 T .1"1) .

« L

QR(z

P PR

) 3

QR(x15, 3, 7, 211)

L9 o

i Q X7
" ] Q I11

L15

L14

QR(xgy, x1, T, T3)
QR(x5, ¢, 7. 74)
QR(x19, 11, T8, T9)
QR(.I'15_. 19, A 18 .‘1‘14)



Double Round

Quarter-round executado nas colunas!

X:

L0
T4
I8

L12

L

I1
Iy
£Lg
L13

QR(J-'O. Jl“l-\ 18 ‘1'12)
QR(zs5, T, 213, T1)
QR(x10, 714, T2, Tg)

QR(z15. x

g T

b

)

Ty I3
T¢ I

L10 l”
L14 L5

QR(xgy, x1, T, T3)
QR(x5, ¢, 7. 74)
QR(x19, 11, T8, T9)
QR(.I'15_. 19, A 18 .‘1‘14)



Double Round

Quarter-round executado nas linhas!

X:

rg X9 XT10 L1
| T12 13 T4 T1p

QR(IO. Ty, Tg, Ilg) A s

QR(x5, xg, 213, 71) QR(x5, xg, 17, 14)
QR(x10, x14, 22, 76) " | QR(10, 211, T8, T9)
QR(.I‘15, 4 P B 117 G .1'11) QR(.I'15_. 19, A 18 .‘1‘14)




Double Round

Quarter-round executado nas linhas!

L | L9 o

X:

I8 i) 10 I11
|12 13 L14 L5
QR(xg, x4, x3,212) QR(IO Ty, To, 13)
QR(x5, xg, 213, 71) IR(xx. 26, 7. X
QR(x10, T14, T2, Tg) QR(Im, 11, X8, .11?9)
QR(.I‘15, 4 P B 117 G .1'11) QR(.I'15_. 19, A 18 .‘1‘14)




Double Round

Quarter-round executado nas linhas!

L | L9 o
X T4 Iy 6 4 A

Ts Tq I]Q I”
| T12 13 T4 T1p

QR(xg, x4, x3,212) QR(IO T1,To,T3)
QR(x5, xg, 213, 71) QR(xs, ¢, 17, 14)
QR(x10, T14, T2, Tg) QR(I . T11. 5. Xg)
QR(.I‘15, 4 P B 117 G .1'11) QR(.115_. 219 L18, .‘1‘14)




Double Round

Quarter-round executado nas linhas!

0 I L9 I3
X T4 Iy 6 4 A

rg X9 XT10 L1
| L1o T13 T4 T3 |

QR(xg, x4, x3,212) QR(xgy, x1, T, T3)
QR(x5, xg, 213, 71) QR(x5, xg, 17, 14)
QR(x10, x14, 22, 76) " | QR(10, 211, T8, T9)
QR(z15, 23,27, 211) | QR(Z15.T19. T13. T1.




Quarter Round

QR(a, b, c, d)

d) <<< 7,
a) <<< 9,
b) <<< 13|,
c) <<< 18]



Quarter Round

QR(a, b, c, d)

d) <<< 7,
a)<<<9]\

b) <<< 13] /Rotagb’es!
c) <<< 18]



X
3

Bloco de Codificacao X

rp Iy T2 I3 G0 ko ki
U Us U6 L7 o A';_g D1 N
rs  To Ty T11| | to t1 @9
12 T13 T14 215 _A s ke Ky




X
3

Cada elemento tem 32 bits

rp Ip T2 I3 oo ko k1 ko

o U Us U6 L7 o A';_g (‘)1 nog 11
|as w9 wo x| |t ti ¢o Ky
| L12 T13 T14 L5 _A'.r; ke kv o3




X
3

Cada elemento tem 32 bits

g T3 T2 X3 oo ko ki ko
o |ra o xs xe a7 | ks o1 no
| xs x L1011 - ty t1 0o ky
| L12 T13 T14 L5 _A'.r; ke kv o3

x[0] = 0x00000000




Cada elemento tem 32 bits

Xog Iy r2 I3 oo ko k1 ko
o U Us U6 L7 o )l\';_g D1 Ng N1
o |ws w9 xyp x| |to ti 2 Ky
| L12 T13 T14 L15] _A'r) ke kr P3_

x[0] = 0x0000000
——— 0\ Primeiro Byte!

(menos significativo)




X
3

Cada elemento tem 32 bits

ry r2 I3 o ko
Us L6 rr | ks ¢4
Lo Ty 11 to 11
13 T14 L1535 _A s kg

x[0] = 0x00000000

Segundo Byte!




X
3

Cada elemento tem 32 bits

ry x93 o
UL Ueg L7 o A 3
rg T10 11 Lo
r13 Ty Tis] LE

x[0] = 0x00000000
L /I\

Terceiro Byte!




Cada elemento tem 32 bits

ro I3 | _(5)0
Ueg L7 o l\';_g
T 11 Lo
14 15 _A 5

x[0] = 0x00000000

[ /

Quarto Byte!
(mais significativo)




Bloco de Codificacao X com
512 bits (16 x 32 bits)

| Lo L1 L9 xrs3 ] —(_f)(') A'() )l\’l
re x5 w6 x| ks o1 no
rg X9 T10 T11 | to t1 O9

| L12 L13 Li14 L5 _A'r, ke Ky




Constantes




X
3

Nounce (numero aleatorio)

Lo U1 L2 U3 oo ko k1 ko
_|rs w5 w6 7| _ |k3 1 ng_my
s g L10  L11 B to t1 @2 ky

| L12 T13 T14 L5 _A'.rs ke Ky @3 |




Contador sequéncial de bloco

Lo U1 L2 U3 oo ko ki1 ko
v [Ta T T 7| _ ks &1 no ni
rg Tg T1p 11 tg _t1 02 ky

| L12 T13 T14 L5 _A'.r; ke Ky @3 |




Chave secreta

] r'9 r's ] -(:)0 A’Q A'] ko
rs  x¢ x7| _ |k3 o1 ng m
rg T Ti| |to ti P2 ky
r13 L14 L15] _A's ke k7 03




Implementacao



Implementacao

X=AMB;

X=XrY > XA~M=Y



X

Implementacao

ry  To X3 Oo ko
rs x¢ x7|  |ks ¢
Lg  T10 11 to 1y
13 L14 215 _Am ke




Implementacao

X[0] = Phi[0O];
X[5] = Phi[1];
X[10]= Phi[2];
X[15]= Phi[3];



Implementacao

g I1 T2 I3 @) ko

Y — L4 Iy LG L7 _ ks ¢y
rg  Tg T19 T11 to 11

| L12 T13 T14 L5 _L s kg

X[0] =0x61707865%;
X[5] = Phi[1];
X[10]= Phi[2];
X[15]= Phi[3];

*especificacdo do algoritmo!




Implementacao

X[0] =0x61707865;
X[5] =0x3320646¢;
X[10]= Phi[2];
X[15]= Phi[3];




Implementacao

X[0] =0x61707865;
X[5] =0x3320646¢;
X[10]= 0x79622d32;
X[15]= Phi[3];




Implementacao

| Lo U1 U2 U3 ] K o ko
Y o g Us Le L7 - Ag O3]
’ rg  Tg Tig T11 to 11
[ L12 L13 Li14 LI15 ] _Ar; ke

X[0] =0x61707865;
X[5] =0x3320646¢;
X[10]= 0x79622d32;
X[15]= 0x6b206574;




X[0] =0x61707865;
X[5] =0x3320646¢;
X[10]= 0x79622d32;
X[15]= 0x6b206574;

Implementacao

ry T2 I3 ¢o ko
rs Te T7 | ks ¢4
Tg T10 11 to 1
13 L14 L15] _A'r-; ke
t[0] = O;
t[1]=0;




Implementacao

I I1 L9 I3 On A“ A] ko

v |Ta 5 W6 7| _ ks o1 1‘10 nq
Ly L9 L1o0 L11 to 11 @9 f_-;
| L12 213 L14 L15] _A‘r-; kg ky D3 |

X[0] =0x61707865;  t[0]=0;  k[0] = 0x04030201; k[4] =
X[5] =0x3320646€; k[1] = k[5] =
X[10]= 0x79622d32; t{1]1=0;  k[2]= k[6] =
X[15]= 0x6b206574; k[3] = k[7] =



Implementacao

I I1 L9 I3 On A“ A] ko

v |Ta 5 W6 7| _ ks o1 1‘10 nq
Ly L9 L1o0 L11 to 11 @9 f_-;
| L12 213 L14 L15] _A‘r-; kg ky D3 |

X[0] =0x61707865;  t[0]=0;  k[0] = 0x04030201; k[4] =
X[5] =0x3320646€; k[1] = k[5] =
X[10]= 0x79622d32; t{1]1=0;  k[2]= k[6] =
X[15]= 0x6b206574; k[3] = k[7] =



Implementacao

I I1 L9 I3 On A“ A] ko

v |Ta 5 W6 7| _ ks o1 1‘10 nq
Ly L9 L1o0 L11 to 11 @9 f_-;
| L12 213 L14 L15] _A‘r-; kg ky D3 |

X[0] =0x61707865;  t[0]=0;  k[0] = 0x04030201; k[4] =
X[5] =0x3320646€; k[1] = k[5] =
X[10]= 0x79622d32; t{1]1=0;  k[2]= k[6] =
X[15]= 0x6b206574; k[3] = k[7] =



Implementacao

I I1 L9 I3 On A“ A] ko

v |Ta 5 W6 7| _ ks o1 1‘10 nq
Ly L9 L1o0 L11 to 11 @9 f_-;
| L12 213 L14 L15] _A‘r-; kg ky D3 |

X[0] =0x61707865;  t[0]=0;  k[0] = 0x04030201; k[4] =
X[5] =0x3320646€; k[1] = k[5] =
X[10]= 0x79622d32; t{1]1=0;  k[2]= k[6] =
X[15]= 0x6b206574; k[3] = k[7] =



Implementacao

I I1 L9 I3 On A“ A] ko

v |Ta 5 W6 7| _ ks o1 1‘10 nq
Ly L9 L1o0 L11 to 11 @9 A_-L
| L12 213 L14 L15] _A‘r-; kg ky D3 |

X[0] =0x61707865;  t[0]=0;  k[0] = 0x04030201; k[4] =
X[5] =0x3320646€; k[1] = k[5] =
X[10]= 0x79622d32; t{1]1=0;  k[2]= k[6] =
X[15]= 0x6b206574; k[3] = k[7] =



Implementacao

I I1 L9 I3 On A“ A] ko

v |Ta 5 W6 7| _ ks o1 1‘10 nq
Ly L9 L1o0 L11 to 11 @9 A_-L
| L12 213 L14 L15] _A‘r-; kg ky D3 |

X[0] =0x61707865; t[0] = 0; k[0] = 0x04030201; k[4] =
X[5] = 0x3320646€; k[1] = 0x08070605; k[5] =
X[10]= 0x79622d32; t[1] = 0; k[2] = k[6] =
X[15]= 0x6b206574; k[3] = k[7] =



Implementacao

\ — L4 5 L6
L8 Lg  L10
19 I13 T14

X[0] =0x61707865; t[0] = 0;
X[5] =0x3320646€,;
X[10]= 0x79622d32; t[1] = 0;
X[15]= 0x6b206574;

k[O] =

k[1] =
k[2] =
k[3] =

-(..')(') A'“ AI A'-)_
k3 o1 no
to 11 @9
_A‘r-; kg Ky

0x04030201; k[4] =
0x08070605; k[5] =
0x0c0b0a09;  k[6] =

k[7] =

I

L7




Implementacao

\ — L4 5 L6
L8 Lg  L10
19 I13 T14

X[0] =0x61707865; t[0] = O;

X[5] =0x3320646¢;

X[10]= 0x79622d32; t[1] = 0;

X[15]= 0x6b206574;

.

_A‘r-; kg Ky

k[O] = 0x04030201;
k[1] = 0x08070605;
k[2] = 0xOcOb0a089;
k[3] = 0x100f0e0d;

-(,')(') A“ AI A'-)_
ks &1 no




Implementacao

L) I1 ), I3 on A“ AI ko

v |74 T T w7 _ ks o1 1?() nq
Ly L9 L1o0 L11 to 11 @9 f_-;
|12 T13 T14 T15) _A‘r-; kg ky D3 |

X[0] =0x61707865;  t[0]=0;  k[O] = 0x04030201; k[4] = Ox14131211;
X[5] =0x3320646€; k[1] = 0x08070605; k[5] =
X[10]= 0x79622d32; t{1]1=0;  k[2] = 0xOc0b0a09; k[6] =
X[15]= 0x6b206574; k[3] = 0x100f0e0d; k[7] =



Implementacao

To X1 ITo X3 0o ko ki ko

v |74 T T w7 _ ks o1 1?() nq
rg T9 Ti0 T to 1 P2 Ky
|12 T13 T14 T15) _A‘r-; kg ko D3 |

X[0] =0x61707865;  t[0]=0;  k[0] = 0x04030201; k[4] = 0x14131211;
X[5] =0x3320646¢; k[1] = 0x08070605; k[5] = 0x18171615;
X[10]= 0x79622d32; t{1]1=0;  k[2] = 0xOc0b0a09; k[6] =
X[15]= 0x6b206574; k[3] = 0x100f0e0d; k[7] =



X[0] =0x61707865;
X[5] =0x3320646¢;
X[10]= 0x79622d32;
X[15]= 0x6b206574;

I1 T d -(_.')(') A‘“ A'-I A'-)_
Iy 6 L7 - A—L @1 Ng "N

rg w9 11| |to ti Qo Ky
T13 Ti4 15 ks kg kr @3]

Implementacao

t[0] = 0; k[0] = 0x04030201; k[4]=0x14131211;
k[1] = 0x08070605; k[5]=0x18171615;

t[1] = 0; k[2] = 0xOcOb0a09; k[6] =0x1clb1al9;
k[3] = 0x100f0e0d; k[7] =



X[0] =0x61707865;
X[5] =0x3320646¢;
X[10]= 0x79622d32;
X[15]= 0x6b206574;

I1 T d -(_.')(') A‘“ A'-I A'-)_
Iy 6 L7 - A—L @1 Ng "N

rg w9 11| |to ti Qo Ky
T13 Ti4 15 ks kg kr @3]

Implementacao

t[0] = 0; k[0] = 0x04030201; k[4]=0x14131211;
k[1] = 0x08070605; k[5]=0x18171615;
t[1] = 0; k[2] = 0xOcOb0a09; k[6] =0x1clb1al9;
k[3] = 0x100f0e0d; k[7] = 0x201fleld;



Implementacao

rotate()
a=a®d[(d+c) <<< 18]

unsigned long rotate(unsigned long x, int n) {
return (x << n);

/



Implementacao

rotate()
a=a®d[(d+c) <<< 18]

unsigned long rotate(unsigned long x, int nz {
return (x << n);

/



Implementacao

rotate()

a=a®d[(d+c) <<< 18]

unsigned long rotate( unsigned long x, intn){
return (x << n);

/



Implementacao

quarterround()

a=a® [(d+c) <<< 18]

void step(uint32_t *s, int i, int j, int k, int r) {
s[i] *= rotate(s[j] + s[k], r);
}

void quarterround(uint32_t *s, int i0, int i1, int i2, int i3) {
step(s, i1, i0, i3, 7);
step(s, i2, i1, i0, 9);
step(s, i3, i2,i1, 13);
step(s, i0, i3, i2, 18);
/



Implementacao

quarterround()

a=a@[(d+c) <<< 18]

void step(uint32_t *s, int i, int j, int k, int r) {
s[i] = rotate(s[j] + s[k], r);
}

void quarterround(uint32_t *s, int i0, int i1, int i2, int i3) {
step(s, i1, i0, i3, 7);
step(s, i2, i1, i0, 9);
step(s, i3, i2,i1, 13);
step(s, i0, i3, i2, 18);
/



Implementacao

quarterround()

a=a® |(d+c) <<< 18]

void step(uint32_t *s, int i, int j, int k, int r) {

sfi] "= rotate‘s“'z + s{kzi rzi'
/

void quarterround(uint32_t *s, int i0, int i1, int i2, int i3) {
step(s, i1, i0, i3, 7);
step(s, i2, i1, i0, 9);
step(s, i3, i2,i1, 13);
step(s, i0, i3, i2, 18);
/



Implementacao

quarterround()

a=a® |[(d+c) <<< 18]

void step(uint32_t *s, int i, int j, int k, int r) {
s[i] = rotate(s[j] + s[k], r);
}

void quarterround(uint32_t *s, int i0, int i1, int i2, int i3) {
== step(s, i1, i0, i3, 7);
step(s, i2, i1, i0, 9);
step(s, i3, i2,i1, 13);
step(s, i0, i3, i2, 18);
/



Implementacao

quarterround()

a=a® |[(d+c) <<< 18]

void step(uint32_t *s, int i, int j, int k, int r) {
s[i] = rotate(s[j] + s[k], r);
}

void quarterround(uint32_t *s, int i0, int i1, int i2, int i3) {
step(s, i1, i0, i3, 7);
= Step(s, i2, i1, i0, 9);
step(s, i3, i2,i1, 13);
step(s, i0, i3, i2, 18);
/



Implementacao

quarterround()

a=a® |[(d+c) <<< 18]

void step(uint32_t *s, int i, int j, int k, int r) {
s[i] = rotate(s[j] + s[k], r);
}

void quarterround(uint32_t *s, int i0, int i1, int i2, int i3) {
step(s, i1, i0, i3, 7);
step(s, i2, i1, i0, 9);
= Step(s, i3, i2, i1, 13);
step(s, i0, i3, i2, 18);
/



Implementacao

quarterround()

a=a® [(d+c) <<< 18]

void step(uint32_t *s, int i, int j, int k, int r) {
s[i] = rotate(s[j] + s[k], r);
}

void quarterround(uint32_t *s, int i0, int i1, int i2, int i3) {
step(s, i1, i0, i3, 7);
step(s, i2, i1, i0, 9);
step(s, i3, i2,i1, 13);
e Step(s, 1_0{ i3,i2, 18);
/



Implementacao

quarterround()

a=a®|[(d+c) <<< 18]

void step(uint32_t *s, int i, int j, int k, int r) {
s[i] = rotate(s[j] + s[k], r);
}

void quarterround(uint32_t *s, int i0, int i1, int i2, int i3) {
step(s, i1, i0, i3, 7);
step(s, i2, i1, i0, 9);
step(s, i3, i2,i1, 13);
= Step(s, i0, i3, /_2, 18);
/



Implementacao

quarterround()

a=a®[(d+c) <<< 18]

void step(uint32_t *s, int i, int j, int k, int r) {
s[i] = rotate(s[j] + s[k], r);
}

void quarterround(uint32_t *s, int i0, int i1, int i2, int i3) {
step(s, i1, i0, i3, 7);
step(s, i2, i1, i0, 9);
step(s, i3, i2,i1, 13);
= Step(s, i0, ll_3|, i2, 18);
/



Implementacao

quarterround()

0 =a®[(d+c) <<< 18]

void step(uint32_t *s, int i, int j, int k, int r) {
s[i] = rotate(s[j] + s[k], r);
}

void quarterround(uint32_t *s, int i0, int i1, int i2, int i3) {
step(s, i1, i0, i3, 7);
step(s, i2, i1, i0, 9);
step(s, i3, i2,i1, 13);
= Step(s, i0, i3, i2, 1_8);
/



Implementacao
doubleround()

[ QR(zo, T4, T3, T12) QR(xg, 11,19, 13)

< QR(zy, xg, 213, 71) QR(xs, xg. w7, 14)
QR(x10, 14, 9. 26) " | QR(x19, 11, T8, T9)

L (2]?(11'3 o b P o .1'11) (2]?(111 219, F13; .1'14)

void columnround(uint32_t *s) { void rowround(uint32_t *s) {
quarterround(s, 0, 4, 8, 12); quarterround(s, 0, 1, 2, 3);
quarterround(s, 5, 9, 13, 1), quarterround(s, 5, 6, 7, 4);
quarterround(s, 10, 14, 2, 6); quarterround(s, 10, 11, 8, 9);
quarterround(s, 15, 3, 7, 11); quarterround(s, 15, 12, 13, 14);
/ }
void doubleround(uint32_t *s) {
columnround(s);
rowround(s);

/



Implementacao
doubleround()

QR(xg, x4, x3, T19) QR(xg, x1, 19, T3)
QR(xs, 19, 113, 71) QR(x5, g, 7, 74)
QR(x10, 14, 9. 26) " | QR(x19, 11, T8, T9)
QR(x15,x3, 7, T11) QR(x15, x12, 13, T14)

void columnround(uint32_t *s) { void rowround(uint32_t *s) {
quarterround(s, 0, 4, 8, 12); quarterround(s, 0i 1, 2i 3);
quarterround(s, 5, 9, 13, 1), quarterround(s, 5, 6, 7, 4);
quarterround(s, 10, 14, 2, 6); quarterround(s, 10, 11, 8, 9);
quarterround(s, 15, 3, 7, 11); quarterround(s, 15, 12, 13, 14);
/ /
void doubleround(uint32_t *s) {
columnround(s);
rowround(s);

/



Implementacao

doubleround()
QR(xg, x4, x3, T19) QR(xg, x1, 19, T3)
QR(x ..1'(-..1.-..1') . QR(xs, x6. x7.
(QR(I 1(_)..1'14..1'2..1'(__;) ‘ (QP(IU) L11, I())
(2]?(11'3 . X7 .1'11) (JP( U1, 12,13, L 14)
void columnround(uint32_t *s) { void rowround(uint32_t *s) {
quarterround(s, 0, 4, 8, 12); quarterround(s, 0, 1, 2, 3);
quarterround(s, 5,9, 13, 1), quarterround(s, 5, 6, 7, 4);
quarterround(s, 10, 14, 2, 6); quarterround(s, 10, 11, 8, 9);
quarterround(s, 15, 3, 7, 11); quarterround(s, 15, 12, 13, 14);
} }
void doubleround(uint32_t *s) {
columnround(s);
rowround(s);

/



Implementacao
doubleround()
QR(xg, x4, x3, T19) QR(xg, x1, 19, T3)
QR(xs, 19, 113, 71) QR(x5, ¢, 7, 74)

(2]?(1 | I T ) ‘ (QR(II” .I'] 1 Iﬁ .I'())
QR(x15, 23,27, 711) | QR(x15, 112, 213, T14)

N o

void columnround(uint32_t *s) { void rowround(uint32_t *s) {
quarterround(s, 0, 4, 8, 12); quarterround(s, 0, 1, 2, 3);
quarterround(s, 5, 9, 13, 1), quarterround(s, 5, 6, 7, 4);
quarterround(s, 10,.14, 2, 6); quarterround(s, 10, 11,8, 9);
quarterround(s, 15, 3, 7, 11); quarterround(s, 15, 12, 13, 14);
/ }
void doubleround(uint32_t *s) {
columnround(s);
rowround(s);

/



Implementacao

doubleround()
(gp( Lo, 14 Il)) (QR(.I'(). X149, .1'3)
QP(I ), T13, T1) , QP(’" 6y L7, 1'4)

QP(HU L4, L2, I())' QP(HU T11, T8, Tg)

QR(x 11) |\ QR(x15. 719, 13, T14)
void columnround(uint32_t *s) { void rowround(uint32_t *s) {
quarterround(s, 0, 4, 8, 12); quarterround(s, 0, 1, 2, 3);
quarterround(s, 5, 9, 13, 1), quarterround(s, 5, 6, 7, 4);
quarterround(s, 10, 14, 2, 6); quarterround(s, 10, 11, 8, 9);
quarterround(s, 15,3,.2,.11); quarterround(s, 15,12, 13,14);
/ }
void doubleround(uint32_t *s) {
columnround(s);
rowround(s);

/



Implementacao
doubleround()

[ QR(zo, T4, T3, T12) QR(xg, 11,19, 13)
QR(xs, 19, 113, 71) QR(x5, ¢, 7, 74)
QR(x10, 14, 9. 26) " | QR(x19, 11, T8, T9)

L (2]?(11'3 . X7 .1'11) (2]?(11") L19, T13, .1'14)

>, .

void columnround(uint32_t *s) { void rowround(uint32_t *s) {
quarterround(s, 0, 4, 8, 12); quarterround(s, 0, 1, 2, 3);
quarterround(s, 5, 9, 13, 1), quarterround(s, 5, 6, 7, 4);
quarterround(s, 10, 14, 2, 6); quarterround(s, 10, 11, 8, 9);
quarterround(s, 15, 3, 7, 11); quarterround(s, 15, 12, 13, 14);
/ }
void doubleround(uint32_t *s) {
columnround(s);
rowround(s);

/



Implementacao

rounds(s, 20);

void rounds(uint32_t *s, int nrounds) {
uint32 ts1[16];
inti;

/* copiar s para s1 */
for(i=0;i<16; i++)
s1[i] = slij;

while(nrounds >=2) {
doubleround(s1);
nrounds -= 2;

}

for(i=0;i<16; i++)
sfi] +=s1[i];



Implementacao

rounds(s, 20); \

void rounds(uint32_t *s, int nrounds) { Chamada do salsa

7,;?§§2_t51[16],' mom 20 rounds!
/* copiar s para s1 */
for(i=0;i<16; i++)

s1[i] = s[i];

while(nrounds >=2) {
doubleround(s1);
nrounds -= 2;

}

for(i=0;i<16; i++)
sfi] +=s1[i];



Implementacao

rounds(s, 20);

void rounds(uint32_t *s, int nrounds) {
uint32 ts1[16];
inti;

/* copiar s para s1 */
for(i=0;i<16; i++)

s1[i] = s[if; 10 rounds duplos

while(nrounds >=2) { (20 rounds tOtaI)
doubleround(s1); passo 2 decrescente
nrounds -= 2;

}

for(i=0;i<16; i++)
sfi] +=s1[i];



Implementacao

rounds(s, 20);

void rounds(uint32_t *s, int nrounds) {

uint32 ts1[16];
inti;

/* copiar s para s1 */
for(i=0;i<16; i++)
s1[i] = slij;

while(nrounds >=2) {
doubleround(s1);
nrounds -= 2;

/

for(i=0;i<16; i++)
sfi] +=s1[i];

Z =X+ DR(X)



Implementacao

void block(uint32_t *s, uint32_t *pos, uint32_t *nonce, uint32_t *key) {
inti;
/*s[::5] =0 */
s[ 0] = o[0];
s[ 5] =o[1];
s[10] = o[2];
s[15] = o[3];
/*s[1:5] = key[:4] */
s[1] = key[0];
s[2] = key[1];
s[3] = key[2];
s[4] = key[3];
/*s[6:10] = nonce ++ pos */
s[6] = nonce[0];
s[7] = nonce[1];
s[8] = pos[0];
s[9] = pos[1];
/*s[11:15] = key[4:] */
s[11] = key[4];
s[12] = key[5];
s[13] = key[6];
s[14] = key[7];

rounds(s, 20); /* Salsa20/20 */



Implementacao

int main() {

inti;

uint32_t s[16];

/* Exemplo de "The Salsa20 family of stream ciphers", Daniel J. Bernstein

* http://cr.yp.to/snuffle/salsafamily-20071225.pdf */

uint32_t key[8] = {
0x04030201,
0x08070605,
0x0c0b0a09,
0x100f0e0d,
0x14131211,
0x18171615,
Ox1clblals,
0x201fleld,

i

uint32_t nonce[] = {
0x01040103,
0x06020905,

Jh

uint32_t pos[] ={
0x7,
0x0,

Jh

block(s, pos, nonce, key);

for(i=0;i<16; i++)
printf("0x%08x\n", s[i]);
return 0;
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